CS 58009 – Special Topics in CS: 
Lattice-Based Cryptography and Homomorphic Encryption Schemes
Spring 2023
This is a three-credit special topics in CS course on lattice-based cryptography and homomorphic encryption schemes.. 

Catalogue Data:  Mathematical Background, Partial Homomorphic Encryption Schemes (Paillier and Damgard-Jurik Encryption Schemes), Lattice-Based Cryptography, Ring-LWE problem, the LLL Algorithm, Homomorphic Encryption Schemes (BGV, BFV, CKKS), Bootstrapping, Scheme Switching, Multi-key Homomorphic Encryption, Applications of Homomorphic Encryption on Machine Learning, Acceleration of NTT Algorithm for Homomorphic Encryption
Prerequisite: Course is open to graduate students. Undergraduate students can be registered with the permission of the instructor.
Instructors:
Dimitar Jetchev and Erkay Savaş, FENS 2037, x9501,
                             dimitar.jetchev@sabanciuniv.edu, 

                             erkays@sabanciuniv.edu
Schedule: 
Friday 11:40 – 14:30 (Lecture)s 


Monday 09:40 – 11:30 (Office Hours)
Tentative Outline
· Mathematical Background: Modular arithmetic, finite fields, Montgomery reduction, Barret reduction, Polynomial rings
· Homomorphic encryption schemes: Homomorphic property, Paillier cryptosystem, Damgard-Jurick cryptosystem 
· Lattice-based cryptography: LWE problem, Ring-LWE problem, Hardness assumptions, the LLL Algorithm
· Somewhat and Fully Homomorphic Encryption Schemes: Bootstrapping, Modulus and Key Switching
· Lattice-based Homomorphic Encryption Schemes: BGV, BFV, CKKS, TFHE
· Acceleration of FHE Schemes: NTT algorithm
· FHE Applications: Machine Learning and Classification with FHE
Student Responsibilities (tentative)

· CS 58009 class projects: Students are required to work on a term project. They may propose a project topic or may choose from a list provided by the instructor. It is essential for students to meet time schedule of the projects. Students may work in groups of two and each group must provide a demonstration of its work. During the demonstration, all the project members must be present. 
Grading

Final exam



50%

Project




30%
Presentation



20%

